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ABSTRACT

The extensive development of information and communication technologies has created new opportunities for social interaction
while also facilitating emerging forms of criminal behavior and violence. Digital violence, as one of the most significant
manifestations of this transformation, includes a wide range of harmful practices such as online harassment, cyberstalking,
internet-based threats, digital extortion, identity impersonation, disclosure of private information, and the non-consensual
dissemination of personal content. Characteristics such as the relative anonymity of offenders, rapid dissemination of digital
content, the possibility of deleting or altering information, and the cross-border nature of digital infrastructures have created
substantial challenges for the detection and criminal prosecution of these acts. In this context, electronic evidence has become a
fundamental instrument for establishing connections between criminal conduct, offender identification, and criminal
responsibility. This study examines the role of electronic evidence in the detection, proof, and criminal prosecution of digital
violence against victims. The research adopts a descriptive-analytical methodology based on legal documents, legislation, and
scholarly studies concerning digital evidence and cybercrime. The findings indicate that electronic data, including digital
messages, images, audio and video files, traffic data, user account information, metadata, and system records, can play a decisive
role in identifying criminal conduct, reconstructing the process of offending, establishing offender attribution, and strengthening
criminal proof. However, the effective use of such evidence requires compliance with technical and legal requirements, including
lawful acquisition, authentication, preservation of data integrity, documentation of the chain of custody, expert evaluation, and
protection of procedural rights. Major challenges include difficulties in attributing digital data to a specific individual,
manipulation and fabrication of digital content, identity concealment techniques, encrypted information, technical limitations,
and obstacles related to cross-border cooperation. Therefore, developing a comprehensive legal framework, standardizing
forensic procedures, strengthening judicial specialization, and enhancing victim protection mechanisms are essential steps for
improving the effectiveness of electronic evidence in combating digital violence.
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EXTENDED SUMMARY
The rapid expansion of digital communication technologies has fundamentally transformed patterns
of interpersonal interaction, social participation, and access to information, while simultaneously
creating new opportunities for technologically mediated abuse. Digital violence encompasses a wide
range of harmful practices, including cyber harassment, cyberstalking, online threats, image-based
sexual abuse, non-consensual disclosure of private information, identity impersonation, cyber
extortion, coordinated humiliation, and persistent intimidation through social media and messaging
platforms. Unlike many conventional forms of violence, these acts may be committed across
geographical boundaries, repeated at negligible cost, amplified through mass dissemination, and
sustained through the permanent or semi-permanent circulation of digital content. Recent
criminological analyses indicate that the perceived anonymity of online environments, the reduced
immediacy of face-to-face confrontation, and the ease of reaching victims can weaken behavioral
restraints and facilitate repeated abuse (Abbasi, 2025). Research on young women’s experiences
further demonstrates that cyber harassment is frequently not an isolated event but an escalating
process that may begin with unwanted contact and develop into threats, reputational attacks,
surveillance, coercion, or disclosure of intimate data (Mohammadkhani et al., 2024). These
characteristics create severe evidentiary difficulties because digital content can be deleted, altered,
transferred between platforms, or stored on servers outside the territorial jurisdiction of the
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investigating authority. At the same time, the same technologies used to perpetrate violence also
generate electronic traces that may become crucial evidence. Messages, audiovisual files, metadata,
login histories, traffic data, device identifiers, geolocation records, platform logs, and cloud-stored
information can connect the harmful act to a particular account, device, or person. Electronic
evidence therefore occupies a central position in bridging the victim’s account of abuse with the legal
requirements of detection, attribution, prosecution, and proof.

This study examines the role of electronic evidence in the detection, proof, and criminal prosecution
of digital violence against victims, with particular attention to the Iranian criminal justice system.
Its principal objective is to determine the conditions under which digitally generated information
can be transformed from a technical trace into legally reliable evidence capable of supporting
investigative and prosecutorial decisions. The research adopts a descriptive-analytical and
documentary method and draws on criminal law, criminal procedure, cybercrime scholarship, digital
forensics, and victim-oriented legal analysis. A central conceptual distinction is made between
electronic data, digital traces, and electronic evidence. Electronic data include any information
created, processed, stored, or transmitted by digital systems, whereas digital traces are the residual
records produced by user or system activity. Such materials become electronic evidence only when
they are relevant to a disputed fact, lawfully obtained, preserved in a reliable form, and capable of
judicial evaluation. Iranian scholarship emphasizes that electronic evidence should not be treated
merely as a digital equivalent of a traditional document because its evidentiary significance depends
on the technical environment in which it was generated and extracted (Moazenzadegan, 2022). The
evidentiary value of such material is therefore contingent on relevance, lawful acquisition,
authenticity, integrity, attribution, reliability of the extraction method, and the possibility of
adversarial examination. Studies of electronic evidence in Iranian criminal proceedings also reveal
that formal recognition of digital evidence is insufficient when legislation does not provide clear and
operational standards for collection, preservation, authentication, and judicial assessment (Hadi
Tabar & Yaghoubi Golvardi, 2023). Accordingly, the study analyzes electronic evidence as a
continuous evidentiary process extending from the first report of violence to final judicial evaluation.
In the detection stage, electronic evidence can reveal both the existence of digital violence and the
broader pattern within which the reported act has occurred. Victims often initiate the process by
presenting screenshots, saved messages, account details, hyperlinks, recordings, or copies of
threatening communications. Although these materials may be insufficient for final conviction, they
can establish a reasonable basis for opening an investigation, issuing urgent preservation orders, or
requesting further information from service providers. The fragility of digital data makes speed
essential because offenders can delete accounts, remove content, alter privacy settings, overwrite
files, or exploit disappearing-message functions. Digital forensic literature stresses that the
evidentiary quality of the final result is heavily dependent on the earliest actions taken by
investigators (Nelson et al., 2020). Improperly opening applications, conducting a manual search on
a seized device, or switching off a live system without considering volatile data may alter timestamps,
system logs, or temporary memory. Consequently, the detection process should involve
identification of relevant data sources, legal authorization, technical isolation of devices, forensic
imaging, calculation of integrity values, secure storage of the original copy, and documented
examination of a working copy. Legal requirements concerning the extraction of electronic data also
demand that the chosen method correspond to the nature of the data and remain within the scope
of judicial authorization (Shafiei, 2021). Chain of custody is especially important because it records
who collected, transferred, stored, examined, and presented the evidence. Weak documentation may
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not automatically prove fabrication, but it creates uncertainty about possible contamination or
alteration. Effective detection additionally requires distinguishing between preservation and
disclosure: service providers may first be ordered to prevent deletion of data before any separate
decision is made regarding access to its content.

The role of electronic evidence in proof is more complex because the prosecution must establish not
only that a digital event occurred, but also that it satisfies the legal elements of a criminal offense
and is attributable to the accused. Content evidence may demonstrate the material act, such as the
transmission of a threat, publication of an intimate image, repeated unwanted contact, or demand
for payment in exchange for deletion. Traffic data, platform records, metadata, and device
information may identify the route, time, and source of communication. Nevertheless, attribution
should be approached through multiple evidentiary layers. Identifying an account does not
necessarily identify the individual who controlled it, and connecting an account to a device does not
conclusively establish who used the device at the relevant time. Iranian research on the attribution
of cybercrimes highlights the possibility of account compromise, shared devices, identity theft, proxy
use, and unauthorized access (Razavi, 2021). Reliable attribution therefore depends on converging
indicators, including login times, device identifiers, subscriber information, geolocation, recovered
content, payment records, linguistic patterns, prior communications, and knowledge of facts
uniquely associated with the offender. Authenticity also represents a major challenge because
screenshots, audio recordings, images, and videos may be edited or generated artificially. The
emergence of deepfake technologies has substantially increased the risk that highly convincing but
fabricated audiovisual content will be used for harassment, extortion, or reputational destruction
(Chesney & Citron, 2021). Contemporary authentication therefore requires examination of
provenance, metadata, file structure, compression patterns, prior versions, and corroborating
evidence rather than reliance on visual appearance alone. Research on digital evidence
authentication likewise emphasizes that technical conclusions must be transparent, reproducible,
and open to independent examination (Braga da Silva, 2022).

Electronic evidence also shapes prosecutorial decision-making because different evidentiary
thresholds apply at different stages of criminal proceedings. Information that is sufficient to justify
preservation of data, seizure of a device, or continuation of preliminary investigation may not be
sufficient for indictment or conviction. A victim’s screenshot and narrative may reasonably initiate
investigative measures, but stronger evidence will usually be required to establish authenticity,
continuity, and attribution beyond the preliminary stage. Criminal procedure scholarship
underscores the need to distinguish between the evidentiary basis for initiating an investigation and
the degree of certainty required for a final criminal judgment (Khaleghi, 2024). Prosecutors and
investigating judges must therefore avoid two opposite errors: dismissing a credible complaint
merely because the victim lacks technically complete evidence, and treating a preliminary digital
indicator as conclusive proof of guilt. Major obstacles include inconsistent judicial approaches,
limited technical expertise, inadequate forensic infrastructure, encrypted communications, cross-
border storage, delays in platform cooperation, and tension between investigative access and privacy.
Studies of judicial experience with cyberbullying confirm that uneven technical knowledge and the
absence of standardized procedures contribute to inconsistent treatment of electronic evidence
(Mirasheghi et al., 2025). Encryption creates further difficulties because access to content may remain
impossible even after lawful seizure, requiring reliance on device-level analysis, backups, metadata,
or surrounding communications (Talebi, 2022). Cross-border evidence additionally depends on
international cooperation, expedited preservation mechanisms, and standardized legal requests
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(Kazemi, 2022). Necessary reforms include comprehensive legislation on electronic evidence,
standardized chain-of-custody protocols, specialized judicial units, validated forensic tools, regional
digital laboratories, clear platform obligations, and strict safeguards for the confidentiality of victims’
sensitive data.

The study concludes that electronic evidence can function as the decisive link between the lived
experience of digital violence and an effective criminal justice response, but only when it is treated
as a legally regulated and technically verifiable process rather than as a collection of isolated digital
files. Its role begins with the preservation of unstable traces and continues through the identification
of accounts, devices, and users, the reconstruction of patterns of abuse, the establishment of material
and mental elements of offenses, and the assessment of whether the evidentiary threshold for
prosecution has been satisfied. The probative force of electronic evidence depends on lawful
acquisition, relevance, authenticity, integrity, reliable attribution, documented chain of custody, and
meaningful opportunities for examination and challenge. A screenshot, platform record, IP address,
or algorithmic finding should therefore be evaluated within the broader evidentiary context and not
treated as automatically conclusive. An effective framework must also protect victims from
secondary victimization by limiting unnecessary reproduction of intimate content, restricting access
to sensitive material, preserving evidence before removal of harmful content, and ensuring
confidentiality throughout proceedings. At the same time, investigative measures must remain
necessary, proportionate, and confined to data relevant to the alleged offense. The most appropriate
model is an integrated one combining clear legislation, forensic competence, specialized prosecution,
judicial oversight, platform cooperation, international coordination, and victim-centered
safeguards. Under such a model, technology ceases to operate solely as an instrument through which
violence is perpetrated and becomes a means of preserving truth, identifying offenders, preventing
the loss of evidence, supporting lawful prosecution, and strengthening access to justice for victims of
digital violence.
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