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ABSTRACT

The expansion of interactive and multidimensional environments in the metaverse has transformed traditional patterns of
creating, offering, and exploiting literary and artistic works, software, and trademarks, thereby generating fundamental
challenges within the Iranian legal system concerning the attribution of harm arising from intellectual property infringement to
users and platforms. This study aims to clarify the legal nature of digital assets, identify the elements and legal foundations of
the civil liability of actors under Iranian law, and establish the necessity of new legislative measures. The need for this inquiry
stems from the inadequacy of traditional legal rules in addressing the decentralized and algorithm-driven characteristics of the
metaverse and the rapid reproduction and dissemination of content within it. The principal research question is as follows: What
are the foundations and limits of the civil liability of users and platforms for intellectual property infringement in the metaverse,
and what legislative reforms are required within the Iranian legal system to address the existing legal gaps? The findings reveal
an evolution in the concepts of property and virtual possession. They further demonstrate that the liability regime applicable to
users is primarily grounded in the rules of direct causation (itlaf), indirect causation (tasbib), and statutory provisions governing
intellectual property rights. By contrast, platform liability is assessed according to criteria such as the degree of effective control,
knowledge of the infringement, and economic benefit derived therefrom; therefore, the mere provision of an infrastructure or
intermediary environment, in the absence of negligence in the duty of care, does not in itself give rise to civil liability. In this
respect, the findings indicate deficiencies in the existing general laws and legislative silence concerning safe-harbor protections
for intermediaries. The study concludes that, in addition to a dynamic interpretation of existing legal rules, the Iranian legal
system requires the enactment of explicit statutory provisions and new legislation concerning supervisory duties, notice-and-
takedown mechanisms, cessation of infringement, and proportionate compensation for damages. The research employs a
descriptive-analytical method based on an examination of statutory provisions, Islamic jurisprudential rules, and theoretical
legal analysis.
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EXTENDED SUMMARY
The rapid expansion of immersive, interactive, and multidimensional digital environments

commonly described as the metaverse has transformed conventional understandings of property,
intellectual creation, commercial exploitation, and legal responsibility. Within these environments,
literary and artistic works, software, virtual architectural designs, digital fashion items, avatars,
trademarks, virtual land, and non-fungible tokens may be created, exchanged, reproduced,
displayed, and commercialized on an unprecedented scale. This transformation has generated a new
set of legal disputes concerning the nature of virtual assets, the scope of intellectual property rights
embedded in or associated with such assets, and the attribution of civil liability when those rights
are infringed. The legal status of virtual property is particularly complex because economically
valuable digital objects may not correspond neatly to traditional concepts of tangible property, and
the acquisition of a virtual asset does not necessarily amount to the acquisition of the intellectual
property rights attached to its underlying content (Kumar, 2024). This distinction becomes especially
important in the context of NFTs and tokenized assets, where ownership or control of a token may
coexist with separate copyright, trademark, or contractual rights relating to the associated digital
work (Wyczik, 2024). The metaverse therefore creates a multilayered legal environment in which the
token, the digital content, the contractual entitlement, and the intellectual property right may belong
to different persons and may be governed by different legal rules. At the same time, the technological
architecture of metaverse platforms facilitates rapid replication, algorithmic distribution, user-
generated content, and cross-border circulation of digital objects, thereby intensifying the risk of
unauthorized reproduction, adaptation, public display, trademark use, and commercialization of
protected subject matter (Sanjaya & Rajavenkatesan, 2024). The principal problem examined in this
study is therefore how the Iranian legal system should determine the foundations and limits of civil
liability of users and metaverse platforms in cases involving infringement of intellectual property
rights, and whether the existing rules of civil liability, intellectual property law, and electronic
commerce provide an adequate normative framework for addressing these disputes.

From a conceptual perspective, the study begins by examining the legal nature of digital assets and
the emerging forms of intellectual property infringement in metaverse environments. Virtual land,
digital goods, avatars, NFTs, three-dimensional models, and other blockchain-based assets may
possess genuine economic value and may be subject to ownership claims, contractual rights,
platform-based entitlements, and intellectual property protections simultaneously (Kumar, 2024). A
proper legal analysis therefore requires a distinction between the virtual object itself, the
technological token through which it is represented or transferred, the contractual rights recognized
by the platform, and the intellectual property rights incorporated in or connected to the underlying
content. This layered approach is supported by scholarship emphasizing the so-called tethering
effect between crypto tokens and the intellectual property rights embodied in or associated with the
referenced work (Wyczik, 2024). In practice, the acquisition of an NFT does not automatically
transfer copyright, reproduction rights, adaptation rights, or other exclusive rights unless such
transfer is expressly established by contract or another legally valid mechanism. The same
complexity arises in trademark law, where digital goods, virtual stores, avatars, and branded assets
may reproduce or imitate protected signs in ways that create confusion as to commercial origin,
sponsorship, authorization, or affiliation. Comparative scholarship on trademark protection in the
metaverse demonstrates that courts and regulators are increasingly required to reassess
conventional trademark principles in relation to virtual goods and NFTs (Jon & Park, 2025). The use
of well-known trademarks in virtual products may therefore constitute infringement even when no
tangible goods are involved, provided that the relevant legal elements of unauthorized commercial
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use and likelihood of confusion are satisfied. More broadly, the metaverse does not merely relocate
traditional infringement into a digital setting; rather, it generates more complex forms of
infringement because of the interaction between user-generated content, algorithmic amplification,
digital scarcity mechanisms, virtual commerce, and decentralized technological structures (Sanjaya
& Rajavenkatesan, 2024).

The second analytical dimension concerns the general elements of civil liability and their application
to online and metaverse interactions. Under Iranian law, civil liability ordinarily requires the
existence of a harmful act or omission, compensable damage, and a legally sufficient causal
relationship between the conduct and the injury. In cyberspace, however, these elements must be
interpreted in light of the speed of information dissemination, the multiplicity of technical
intermediaries, the possibility of user anonymity, and the intervention of automated or algorithmic
systems. Recent Iranian scholarship on liability arising from online service providers emphasizes
that liability in digital environments is multidimensional and still depends on establishing damage,
a harmful act, and causation (Aghaabbasi & Davari Marghazi, 2025). Fault remains an important basis
of attribution and may arise through intentional infringement, negligence, recklessness, or failure to
perform a statutory or contractual duty. With respect to users, unauthorized use of another person’s
work, unlawful reproduction, impersonation, unauthorized trademark exploitation, or the
distribution of infringing digital content may provide the factual basis for establishing fault. With
respect to platforms, however, fault depends on a more nuanced examination of the platform’s
degree of control, actual knowledge, technical capacity to intervene, and failure to take reasonable
measures after becoming aware of infringement. Iranian legal scholarship has long recognized that
harmful acts in cyberspace may cause damage to property, reputation, and legally protected interests
in a manner comparable to harms occurring in the physical world (Abbasnia, 2021). At the same time,
the establishment of causation is particularly difficult where several actors contribute to the harmful
result, because the ultimate damage may result from the combined conduct of the original user, the
platform, automated recommendation systems, hosting providers, and other technical
intermediaries (Rostami & Shabani Kandesari, 2016). Consequently, the traditional concepts of fault,
damage, and causation remain relevant but must be interpreted dynamically in order to identify the
legally effective cause of harm in technologically layered environments.

With respect to the liability of users, the study finds that the Iranian legal system is capable of relying,
at least in part, on general civil liability rules, the jurisprudential principles of direct destruction and
causation, and the statutory framework governing protected works. The direct infringing user
ordinarily occupies the clearest position in the liability chain because the user personally reproduces,
uploads, distributes, sells, modifies, or exploits protected content without authorization. Iranian
legal scholarship on cyberspace liability confirms that the general rules of civil liability continue to
provide an important basis for attributing responsibility for harmful online conduct (Zareinejad et
al., 2027). In intellectual property disputes, the general civil liability regime must operate together
with the specific rules identifying the existence and scope of the protected right. The public
performance and communication of literary and artistic works, for instance, continue to raise
questions of authorization and territorial protection in digital environments (Keshavarz & Khaghani
Esfahani, 2022). If a user uploads a protected artistic work into a metaverse environment, converts
it into a virtual commodity, or commercially exploits another person’s trademark without
authorization, the liability analysis should first determine whether a legally protected right has been
infringed and then assess whether the infringement caused material or moral harm. Although direct
user liability is conceptually less difficult than platform liability, not every use of another person’s
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content should automatically result in civil liability. A legally cognizable connection must be
established between the user’s conduct, the protected right, the compensable loss, and the causal
relationship. Moreover, where several users reproduce or retransmit the same content, or where an
algorithm substantially expands the visibility of the infringement, the assessment of responsibility
may require a more differentiated allocation of causation and damages. In this context, the
distinction between direct user responsibility and the secondary or contributory role of technical
intermediaries becomes essential, and Iranian scholarship has likewise emphasized that platform
liability should not be presumed merely because the platform provided the infrastructure through
which the user acted (Gholamalizadeh & Hesam, 2023).

The more difficult issue concerns the civil liability of metaverse platforms. The study rejects both
absolute platform immunity and automatic strict liability, and instead proposes a balanced model
based on the degree of effective control, actual or constructive knowledge, economic benefit, and
fault in supervision or response. Iranian scholarship on internet intermediaries and intellectual
property infringement has already indicated that liability may arise where an intermediary departs
from its legal duties or, after becoming aware of the harmful conduct, fails to prevent its continuation
(Dayani et al., 2020). This approach is also compatible with comparative developments in European
digital regulation, where hosting-service liability is increasingly linked to actual knowledge,
awareness of unlawful circumstances, and prompt action following valid notification. The Digital
Services Act reflects a structured distinction between passive hosting and active involvement, while
also avoiding a general obligation of permanent monitoring. Research concerning the
implementation and impact of the DSA further demonstrates that platform responsibility is being
conceptualized through differentiated obligations based on platform function, knowledge, and
capacity to intervene (Nannini et al., 2025). Likewise, recent analysis of the constitutionalization of
platform terms and the relationship between public and private regulatory functions under the DSA
highlights the growing importance of procedural and supervisory obligations imposed on digital
intermediaries (Hafenscher, 2026). Trademark-related platform liability also illustrates the
importance of active participation and presentation. Comparative analysis of digital marketplaces
has shown that platform liability may depend not merely on technical hosting but on how content is
organized, displayed, promoted, or commercially integrated into the platform environment (Aido
Vazquez, 2025). The increasing role of automated systems in generating or promoting potentially
infringing signs further complicates the concept of “use” in trademark law and requires attention to
algorithmic conduct and the degree to which platform systems materially contribute to infringement
(Esmeralda, 2026). For Iranian law, these developments suggest the need for a more explicit
regulatory model distinguishing passive intermediaries from platforms that exercise substantial
control, derive direct economic benefit, receive valid notice, or fail to take technically feasible
measures to terminate continuing infringement.

The study ultimately concludes that existing Iranian rules provide an initial legal foundation but
remain structurally insufficient for the metaverse. General civil liability provisions, the traditional
rules of direct destruction and causation, electronic commerce regulations, and scattered intellectual
property statutes were not designed for decentralized, algorithmically mediated, and rapidly
evolving virtual environments. The legal system therefore requires targeted legislative reform rather
than exclusive reliance on analogical interpretation. Future legislation should define the legal status
and obligations of interactive digital platforms, establish clear criteria for distinguishing passive and
active intermediaries, regulate valid notice-and-action procedures, specify the consequences of
actual knowledge and failure to respond, and provide conditional safe-harbor protection for good-
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faith platforms that comply with prescribed duties. It should also create mechanisms for rapid
suspension or removal of infringing content, preservation of digital evidence, proportional allocation
of liability among multiple actors, and transparent methods for calculating damages arising from the
unauthorized exploitation of digital assets. Particular attention should be given to losses that are
difficult to measure under traditional doctrines, including diminution in the exclusivity value of
virtual goods, loss of commercial opportunities, reputational harm, and repeated algorithmic
dissemination of infringing content. A coherent regulatory framework should therefore balance three
objectives: effective protection of intellectual property rights, preservation of technological
innovation, and predictable allocation of responsibility among users, platforms, and other technical
actors. Such a framework would strengthen legal certainty, reduce inconsistent judicial outcomes,
and provide the Iranian legal system with a more appropriate basis for governing intellectual
property disputes in the emerging metaverse economy.
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